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Laura Merrylees: Hello and welcome to this week’s podcast with me, Laura Merrylees. 

Monitoring employee communications has received quite a bit of 

media attention recently. Earlier this year we saw the European Court 

of Human Rights rule that an employer had not breached an 

employee’s right to privacy at work when it monitored his Yahoo! 

private messages and this month the EAT ruled that an employee 

had no expectation of privacy in respect of photos and emails on his 

iPhone. So does this mean that employers now have a green light to 

monitor and read employees’ emails and the like? Well to help us 

answer that question I’m joined by Fiona Cuming, one of our 

Employment Law Editors here at XpertHR 

 Now I suspect, Fiona, that you might be about to tell me that this is 

not a green light for employers. Am I right? [0:00:46.0] 

Fiona Cuming: Absolutely. Yes, neither of these cases give a green light. You’ll see 

why when I go through their particular facts. 

Laura Merrylees: So briefly tell me about the case before the European Court of 

Human Rights. [0:00:55.8] 

Fiona Cuming: Well this is actually a Romanian case and it’s a case of Bărbulescu 

and Romania, and for ease I’m going to refer to him as Mr B. 

Laura Merrylees:  Okay. 

Fiona Cuming: So Mr B worked in sales and his employer asked him to set up a 

workplace Yahoo! account to handle customer communications, and 

he duly did this and he did it using his work computer. Now sometime 

later his employer accessed the account and they discovered that Mr 

B had also been using it to send private messages to his brother and 

fiancée about his health and his sex life and as a consequence, his 

employer instigated disciplinary proceedings. And when he was 

questioned in the course of those proceedings and Mr B denied using 

it for private messages, his employer proceeded to provide him with 

transcripts of his private messages. 

Laura Merrylees: So what happened, then? [0:01:42.3] 

Fiona Cuming: Well the key point here was the employer actually had a blanket ban 

on employees using work equipment for private purposes and so the 

disciplinary result was that he was dismissed for a breach of that 

policy. And then he brought a claim before the European Court of 

Human Rights that his employer had breached his human right to 

privacy. 
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Laura Merrylees: And then what did the court decide? [0:02:02.2] 

Fiona Cuming: Well the court said that no, there hadn’t been any breach because a 

fair balance had actually been struck between Mr B’s right to private 

life and the employer’s need to protect its business interests. 

Laura Merrylees: Okay, so what were the key findings that the court made? [0:02:16.2] 

Fiona Cuming: The particular findings were the blanket ban that we’ve discussed that 

had an impact. They also found that it was reasonable for an 

employer to want to check that an employee was actually doing their 

work during their work hours. And they also took into account that Mr 

B had actually denied using the account for private purposes, so the 

employer had then been entitled to check. And finally, the messages 

had actually been accessed within the context of disciplinary 

proceedings. 

Laura Merrylees: Right. Is it fair to say that there was actually in fact no new general 

principle here for UK employers? [0:02:48.6] 

Fiona Cuming: That’s right, and in fact it’s consistent with current UK law, basically 

because the Data Protection Act doesn’t prohibit monitoring, provided 

that the personal data is (and just to quote the legislation here) “fairly 

and lawfully processed for specified purposes”. So effectively this 

means that employers can monitor communications where it is 

objectively justified and where it strikes the balance I mentioned 

before between the employer’s and the employee’s rights. 

Laura Merrylees: Okay, so moving onto the other case you mentioned, then. [0:03:16.7] 

Fiona Cuming: This is the EAT case of Garamukanwa v. Solent NHS Trust and I’ll 

refer to him as Mr G. 

 So Mr G, he was a clinical manager and he formed a relationship with 

a nurse. The relationship broke down and Mr G didn’t take it very 

well. He also thought the nurse had started a relationship with 

another colleague and he sent the nurse a threatening email about 

that. Now it didn’t stop there because over the next few months, 

members of staff and management of the Trust received anonymous, 

malicious emails about the nurse and also a fake Facebook account 

was set up in the nurse’s name. And finally she’d had enough of all of 

this and she made a complaint to the police. 

Laura Merrylees: Right, so what did the Trust do about that? [0:03:57.9] 

Fiona Cuming: Well the Trust also began an investigation and as part of that 

investigation they met with the police, and the police gave them 

copies of private material that it had found on Mr G’s phone. 

Laura Merrylees: And what sort of private material was that, then? [0:04:10.7] 

Fiona Cuming: Well it was two main things. There was a photograph of the nurse’s 

home, and there was also a photo of what appeared to be a sheet of 

paper from a notebook containing details of the email addresses from 

which the anonymous emails had come. 

Laura Merrylees: So did they take disciplinary action against Mr G? [0:04:27.3] 
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Fiona Cuming: Yes, he was dismissed for gross misconduct because they relied on 

that material. 

Laura Merrylees: Okay, and presumably he then brought a claim in the tribunal? 

[0:04:33.9] 

Fiona Cuming: He did and he was unsuccessful. So he then appealed to the EAT on 

the basis that his right to privacy under Article 8 had been breached. 

The core of his argument was that if they hadn’t relied on the private 

material then he wouldn’t have been dismissed. 

Laura Merrylees: And the EAT’s view was what? [0:04:49.6] 

Fiona Cuming: It’s important here because this just repeats what the established 

case law position is, which is that aspects of private life are capable 

of falling within Article 8 and they’re potentially wide, and this could 

include emails sent at work where there’s a reasonable expectation of 

privacy. 

Laura Merrylees: Okay, that’s interesting. 

Fiona Cuming: Exactly, because it’s good to have clarity on this situation. However, 

the EAT then went on to emphasise that it’s always going to – as we 

discussed at the outset here – depend on the facts of the particular 

case. And they found that on the facts here, Mr G couldn’t have had 

any reasonable expectation of privacy. And this was because he’d 

brought the emails into the workplace by his own conduct, so the 

emails had been sent to work addresses and they’d had adverse 

consequences for other employees, and of course the Trust has a 

duty of care for all of its employees. 

Laura Merrylees: Sure. Okay, well they’re two really interesting cases. Moving onto 

what practical steps can employers take to stay on the right side of 

the law, can you just give us the headline points on that? [0:05:45.9] 

Fiona Cuming: Of course. Well I think first and foremost they always need to have an 

eye on the legislation, and there are three main pieces here – that’s 

the Data Protection Act, the Regulation of Investigatory Powers Act, 

and of course the Human Rights Legislation that we’ve been looking 

at. 

Laura Merrylees: Presumably the practical steps you’re about to take us through will 

keep listeners on the right track in terms of complying with that 

legislation? [0:06:08.4] 

Fiona Cuming: Yes. It’s very important that employers have a clear email and 

internet policy and that policy should really set out what usage is 

permissible and what usage isn’t, and then also the existence and 

nature and the extent of any monitoring that might be undertaken. 

Laura Merrylees: Absolutely. So if you go to our Policies and Documents section of the 

site, there are model policies available, which would be a good 

starting point to get something in place. Should the policy also include 

the reasons for the monitoring? [0:06:35.6] 

Fiona Cuming: Absolutely. It’s important that policies are as transparent as possible 

and it should ensure that employees understand exactly why their 
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communications might be monitored and how their personal data will 

be processed. 

Laura Merrylees: I guess none of that will be effective without bringing the policy to 

your employees’ attention and getting sign-off for it? [0:6:54.0] 

Fiona Cuming: Yes, exactly. 

Laura Merrylees: So employers have the information. What steps should they take? 

How should they deal with the information they obtain from 

monitoring? [0:07:00.4] 

Fiona Cuming: Well firstly they should ensure that only a limited number of people 

are actually privy to the information obtained through monitoring. And 

secondly, that those individuals do receive separate training on data 

protection and security of that information. 

Laura Merrylees: Okay, so training clearly has a role here? [0:07:17.5] 

Fiona Cuming: Yes. Ideally for all staff and with specific training for the managers 

that will be implementing these policies. 

Laura Merrylees: Three key takeaways for our listeners in terms of monitoring 

communications? [0:07:238.8] 

Fiona Cuming: Well if an employer is considering monitoring, then the first thing they 

should do is to carry out an impact assessment and they should really 

assess the pros and cons of monitoring and ensure that that, or their 

findings, are balanced against the employee’s right to privacy. And 

they also need to consider if there’s a less intrusive means by which 

they can actually get hold of the information they desire. 

Laura Merrylees: Secondly? [0:07:52.5] 

Fiona Cuming: If you do decide to monitor, then employers should make sure that 

the monitoring is limited, it’s targeted, it’s time-bound and it’s 

proportionate to the purpose to be achieved so there always must be 

a legitimate business reason, and we saw in the case of Mr B that 

one of the reasons was just to check the employee was actually 

undertaking work in the workplace. 

Laura Merrylees: And lastly? [0:08:14.2] 

Fiona Cuming: Always have a paper trail. Document your assessment and your 

conclusions from the assessment and any action you decide to take. 

Laura Merrylees: That’s great, Fiona. Thank you very much for taking us through that. 

As well as our policies, there’s a useful How To in the Tools section of 

the site on monitoring, that’s been updated to take into account the 

Bărbulescu case that we were just talking about earlier. 

 So that brings us to the end of this week’s podcast, which you’ve 

been listening to with me, Laura Merrylees. We’re back again next 

Friday but until then it’s goodbye from us. 


